Damian Richardson
Professor Mehr
October  5th, 2024
CYSE 270 
Assignment #5 “Password Cracking”

The goal of this lab is to test the strength of different passwords. 
Task A – Password Cracking 
1. Create 6 users in your Linux Terminal, then set the password for each user that meets the following 
complexity requirement respectively. You should list the passwords created for each user. [6 * 5 = 30 points] 
1. For user1, the password should be a simple dictionary word (all lowercase) 
2. For user2, the password should consist of 4 digits 
3. For user3, the password should consist of a simple dictionary word of any length characters (all lowercase) + digits 
4. For user4, the password should consist of a simple dictionary word characters (all lowercase) + digits +symbols 
5. For user5, the password should consist of a simple dictionary word (all lowercase) + digits 
6. For user6, the password should consist of a simple dictionary word (with a combination of lower and upper case) + digits +symbols 
Remember, do not use the passwords for your real-world accounts. 
2. Export above users’ hashes into a file named xxx.hash (replace xxx with your MIDAS name) and use 
John the Ripper tool to crack their passwords in wordlist mode (use rockyou.txt). [ 40 points] 
3. Keep your john the ripper cracking for 10 minutes. How many passwords have been 
successfully cracked? [30 points] AFTER 10MINS I WAS ABLE TO CRACK 3 PASSWORDS[image: A screenshot of a computer
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(student® kali.example.com)-[~]
’3 vi drich@4s.txt
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L—‘(students kali.example. com)-[~]

1s
Desktop  Downloads Pictures Templates rockyou.txt
Documents Music Public  Videos thinclient_drives

(student® kali.example. com)-[~]
L5 sudo unshadow /etc/passud /ect/shadow
Created directory: /root/.john
fopen: /ect/shadow: No such file or directory

(student® kali.example. com)-[~]
L5 sudo john --fornat-crypt drichoss. txt --wordlist=rockyou. txt
uUnknown option: "--format-crypt”

(student® kali.exaple. con)-[~]
L5 sudo snap install john-the-ripper
sudo: snap: command not found

(student® kali .example. con)-[~]
L5 sudo apt intstall john
ri0r Invalid operation intstall

(student® kali.example. com)-[~]
’3 $ sudo apt install john
$: command not found

(student® kali.example. con)-[~]
L5 sudo apt instatl john
john is already the newest version (1.9.0-Jumbo-1+git20211102-0kali7+b1).
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Terminal - student @kali.example.com: ~
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(student® kali.example. com)-[~]
L5 john --wordUist=rockyou.txt drichoss.txt
stat: drichoss.txt: No such file or directory

(student® kali.example. com)-[~]
L5 sudo john ~-wordUist=rockyou. txt drichoss. txt
stat: drichoss.txt: No such file or directory

(student® kali.example. com)-[~]
L5 sudo john —-wordlist-rockyou.txt drichoss. txt
Using default input encoding: UTF-8
Loaded 1 password hash (HMAC-SHA256 [password is key, SHA256 512/512 AVX512BW 16x])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
og 0 03 DONE (2024-10-05 21:01) 0g/s 4359Kp/s 4359Kc/s 4359KC/s "chido”..*7;Vamos!
Session completed.

(student® kali.example. com)-[~]
L5 sudo john --fornat=crypt drichoss. txt --wordlist=rockyou. txt
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [2/64])
Cost 1 (algorithm [1:descrypt 2:mdScrypt 3:sunmdS 4:bcrypt 5:sha256crypt 6:shasi2crypt]) is @ for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
Press 'q’ or Ctrl-C to abort, almost any other key for status
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(student® kali.example. com)-[~]
’3 john --show drich@4s. txt
0 password hashes cracked, 1 left
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File Edit View Terminal Tabs Help

(student® kali.example. com)-[~]
L5 sudo useradd 1

(student® kali.example.com)-[~]
L5 sudo useradd 2

(student® kali.example.com)-[~]
L sudo useraa 3
sudo: useraa: command not found

(student® kali.example.com)-[~]
L5 sudo useradd 4

(student® kali.example. com)-[~]
L5 sudo useradd 5

(student® kali.example. com)-[~]
[

(student® kali.example. com)-[~]
L5 sudo passwd users
passwd: user 'userl' does not exist

(student® kali .example. con)-[~]
L5 sudo passwd 1
New password:
Retype new password:
passwd: password updated successfully

—(student® kali.example. con)-[~]
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File Edit View Terminal Tabs Help
L% sudo passwd 2

New password:

Retype new password:

passud: password updated successfully

(student® kali.example. com)-[~]
L5 sudo passwd 3
passwd: user '3' does not exist

(student® kali.example.com)-[~]
L5 sudo useradd 3

[ {student® ali. exanple. con)-[-]
$ sudo passwd 3
New password:

Retype new password:

passud: password updated successfully

[{student® al. exanple. con)-[-]
5 sudo passwd 4
New password:

Retype new password:

passwd: password updated successfully

(student® kali.example. com)-[~]
L5 sudo passwd 5
New password:

Retype new password:

passwd: password updated successfully
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(student® kali.example. com)-[~]
L5 sudo passwd s

New passuord:

Retype new password:

sorry, passwords do not match.

passwd: Authentication token manipulation error
passwd: password unchanged

(student® kali.exanple. con)-[~]
L5 sudo snap install john-the-ripper
sudo: snap: command not found

(student® kali.exanple. con)-[~]
’3 /usr/share/wordlists
bash: /usr/share/wordlists: Is a directory

(student® kali.exanple. con)-[~]
L5 Juser/share/uwordlists 1s
bash: /user/share/wordlists: No such file or directory

(student® kali.example. com)-[~]
L5 cp rockyou.txt.gz -
cp: cannot stat 'rockyou.txt.gz': No such file or directory

(student® kali.exanple. con)-[~]
L5 user/share/wordlists 1s
bash: user/share/wordlists: No such file or directory

—(student® kali.exanple. con)-[~]
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(student® kali.exanple. con)-[~]

L5 sudo unshadow /etc/passud /etc/shadow

root:/root: /bin/bash

:1:1:daemon: /usr/sbin: /usr/sbin/nologin

in: /bin: /ust/sbin/nologin

ys:/dev: /ust/sbin/nologin

65534:sync:/bin: /bin/sync

ames: /usr/games: /usr/sbin/nologin

man: /var/cache/man: /usr/sbin/nologin

1p: /var/spool/lpd: /ust/sbin/nologin

:8:8:mail:/var/mail: /usr/sbin/nologin

news: /var/spool/news: /usr/sbin/nologin

ucp: /var/spool/uucp: /usr/sbin/nologin

:39:39:ircd:/run/ircd: /usr/sbin/nologin
nonexistent: /usr/sbin/nologin

5534:nobody : /nonexistent: /usr/sbin/nologin

:systemd Network Management:/:/usr/sbin/nologin
nonexistent: /usr/sbin/nologin

nonexistent: /usr/sbin/nologin

655341 :/run/sshd: /usr/sbin/nologin
:992:992:polkit:/nonexistent:/usr/sbin/nologin

03:106:Chrony daemon, , , : /var/lib/chrony: /usr/sbin/nologin

$104:65534: :/nonexistent: /usr/sbin/nologin
05:107:MariabB Server, ,,:/nonexistent:/bin/false
106:108:Snort IDS: /var/log/snort: /usr/sbin/nologin





